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* Why API security

* How Kubernetes changes things
* Positive security model

* Traffic level

* Application level



API| Breaches are on the rise!

* 300+ breaches reported on since
Oct. 2018

* And those are just the public ones!

* Recurrent combination of:

 Lack of Input validation '
Hacking Starbucks and

Accessing Nearly 100 Million

Customer Records
» Data Access authorisation flaws (IDOR/ o jne20,2020 3
BOLA)

* Lack of Rate Limiting

* Data/Exception leakage



http://apisecurity.io

facebook.

Facebook - 50 million users’
personal information was exposed

®

Instagram - 49 million users' emails
and phone numbers exposed

EQUIFAX

Equifax - 147 million users
personal data stolen

' PayPal T

PayPal - 1.6 million customers at risk T-Mobile - 76 million users’ phone
of data exposure numbers and addresses stolen

Uber Justdial

Uber - 57 million riders and drivers Justdial - Over 100 million Indian
accounts were compromised users’' personal data at risk

verizon’

Starbucks - 100 million customer Verizon - 14 million subscribers
records accessed phone numbpers and PINs exposed



Applications Architecture has changed!
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Source: https://apisecurity.io/encyclopedialcontent/owasp/owasp-api-security-top-10.htm



https://apisecurity.io/encyclopedia/content/owasp/owasp-api-security-top-10.htm

“By 2021, exposed APIs will form a larger
surface area for attacks than the Ul in 90%
of web-enabled applications.”

- Gartner, API Strategy Maturity Model -

*https://www.gartner.com/en/documents/3970520
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v Fast © Too late to the party

APPLICATION - APPLICATION
DEVELOPMENT Y A9/e cecURITY | © Unadapted Tools

v Automated O Manual Reviews



Positive Security Model

Define expected and reject the rest
Who can talk to whom
Authentication and authorization

Expected data coming in and going out

EEBB 75

81848619349854135

1HANDBAG+1PERS ITEM
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the gate at boarding TiE€




On the network level

* Which microservices
should be accessible to

external calls?

* Which microservices are

supposed to call which?

* Reject everything else

CLIENTS

APPLICATION
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MTLS and Service Meshes can help define and enforce

| @ Service A @ Service B

OIDC +TLS/
TLS Local Authz
l HTTP, gRPC, TCP
(2o

g » O proxy:::rE _

O Ingress Proxy

Eo - - -
Perimeter mTLS X L mTLS A mTLS Perimeter
security ™ )l security
policies Routing i, ol policies
X Cert \ i Reporting
Policy Issuance N\ i
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Istio Control Plane

K8S API Server

https.//pragmaticwebsecurity.com/talks/recipeapiauth.html

JWT + TLS/

mTLS

==
@ > O proxy i—@_’ ) Egress Proxy


https://pragmaticwebsecurity.com/talks/recipeapiauth.html

At the API level

* Every APl needs authentication (who is calling ?)
* Deciding which one you need depends on the risk

* Authorization for data and functionality access (which resources do

they have access to?)



Injections ) BLOCKED
Path Traversals ) BLOCKED
Unexpected Parameters & Payloads > BLOCKED

CALLS CONFORMING TO THE API CONTRACT il @

OpenAPI
Tampered Tokens ) BLOCKED CODExact
Mass Assignment Attacks ) BLOCKED
Use of Internal Assets ) BLOCKED

Positive security on API call and response level

CALLS CONFORMING TO THE API CONTRACT

RESPONSES CONFORMING TO THE APl CONTRACT

Responses Leaking Data
BLOCKED Lo -




Good vs Bad Contracts

* Define security

* Define headers, parameters, payloads, responses
* Don't allow additional parameters

* Define every schema, every element

* Define formats, limits, patterns



Protection Deployment: Sidecar Made

Download the API definition and protection configuration

Send activity metrics

Protected API
Configuration Metrics

AUDIT-

-PROTECT

-
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API Firewall

Microservice
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) kubernetes '~ 'amazon -  1BMCloud 05‘35":\?§H|rr 2@ Microsoft Azure ) Google Cloud Platform

web services



>o File Edit Selection View Go Run Terminal Help

Pixi-v2.0.json - resources - Visual Studio Code

Security audit score: 94

Please submit your feedback for the security audit here

|
(]
X

API Security Audit !

For more details, see the OpenAPI Specification.

Filter (e.g. text, **/*.ts, I**/node_modules/**)

OPENAPI lues.yaml ..\42c-pixiapi Pixi-v2.0json X I8 @ @ o m -
v GENERAL deployment > OAS-files > Pixi-v2.0,json > {} paths > {} /api/user/edit_info > {}
swagger 1 { ;
e 2 "swagger": "2.0",
info 3 "info": { .
4 "description”: "Pixi Photo Sharing API", Security (25/30)
Sl 5 "version”: "1.0.0"
T Data validation (69/70
produces 6 "title": "Pixi App API", (69/70)
VPATHS 7 conta?t Y .
. X 8 "email”: "nicole.becher@owasp.org"
> /api/admin/all_users 9 }
‘ > /api/admin/users/search 10 "1icense": {
> /api/login 11 "name": "Apache 2.0",
> /api/register 12 "url": "http://www.apache.org/licenses/LT the network
> /api/user/edit_info 13 }
N detrpecl 14 1, Issue ID: |
\ PARAMETERS 15 "tags": [
Pixi-v2.0,json:489. Severity: Low. Score impact: 1
16 {
17 "name": "admins", ..
18 "description”: "Secured Admin-only calls" DeSCI‘IptIOh
19 b
20 {
° ° 21 "name": "users",
~ RESPONSES 22 "description”: "Operations available to r
23 B
24 {
b - 25 “name”: “anyone”, Possible exploit scenario
26 "description”: "Operations available to a
27 }
28 1
29 "paths™: {
° ° ° */ DEFINITIONS 30 "/api/login": {
UserRegistrationData 21 Unoctte [
Usersltem TERMINAL ~ PROBLEMS (10) OUTPUT ~ DEBUG CONSOLE
, , 1 UsersListitem v Pixi-v2.0.json firewall-deployment\OAS-files (10
UserUpdateData . () Array schema has no maximum number of items defined (score impact less than 1) audit of Pixi-v2.0.json
Response that should contain a body has no schema defined (score impact less than 1) audit of
Vv SECURITY O Code scanning alerts - DSotnikov X +

< c

GitHub Actions

O Search or jump to...

@ https://github.com/DSotnikov/ghdemo/security/code-scanning

& DSotnikov / ghdemo

Code

Sonarqube

CI/CD pipeline plugins: Azure DevOps,

BitBucket, Jenkins, Bamboo

Pull requests Issues Marketplace Explore

Issues 10 Pull requests ») Actions [ Projects [ wiki © security 49 [~ Insights
Overview Code scanning
Security policy Filters v Q_ tool:"42Crunch REST API Static Security Testing" is:open
Security advisories 0
[J v 490pen X 0 Closed
Dependabot alerts

Code scanning alerts 49

42Crunch REST API Static Security
Testing

A

Array schema has no maximum number of the items defined
swaggerjson#L153 « Detected 6 days ago

The security section is undefined
swagger.json#L90 « Detected 6 days ago

The security section is undefined
swagger.json#L66 « Detected 6 days ago

The security section is undefined
swaggerjson#L17 « Detected 6 days ago

The security section is undefined
swaggerjson#L1 « Detected 6 days ago

The security section is undefined
petstore.json#L90 « Detected 6 days ago

The security section is undefined
petstore.json#L66 « Detected 6 days ago

The security section is undefined
petstore.json#L17 « Detected 6 days ago

The security section is undefined
petstore.json#L1 « Detected 6 days ago

ARI _ e N TR et sl b

S Settings

The operation ‘get’ requires credentials over

The API operation accepts credentials (basic authentication credentials or APl keys) transported
over the network instead of the more secure tokens. The credentials are sent over the network on
each API call, over and over again, and are exposed to attack attempts to retrieve them.

Attackers can eavesdrop credentials transported over the network and try to intercept the traffic
between the APl consumer and your API to retrieve them. If they succeed, they can access all API
operations protected with the same security requirement until the credentials are specifically
revoked or changed. Both basic credentials and API keys have long lifetime providing extended

Y 8 ~ X

® Unwatch v 1

0 % Fork 0

Set up more code scanning tools

Branch v Severity v Rule v

Filter by rule

[

v Al

API accepts HTTP requests in the clear
v3-global-http-clear

The security section is undefined
v3-global-security

The security section is undefined

v3-operation-security

Response that should contain a body has ...
v3-response-schema-undefined

Array schema has no maximum number of...
v3-schema-array-maxitems

Numeric schema of type ‘integer’ has no ...
v3-schema-numerical-max

Numeric schema of type 'integer' has no ...
v3-schema-numerical-min

Srhama allawe additinnal nranartiac

Sort »

master

master

master

master

master

master

master

master

master


https://apisecurity.io/tools/audit/
https://apisecurity.io/tools/audit/
https://apisecurity.io/tools/audit/
https://marketplace.visualstudio.com/items?itemName=42Crunch.vscode-openapi
https://plugins.jetbrains.com/plugin/14837-openapi-swagger-editor
https://marketplace.eclipse.org/content/openapi-swagger-editor#group-details
https://github.com/marketplace/actions/42crunch-rest-api-static-security-testing
https://marketplace.visualstudio.com/items?itemName=42Crunch.cicd&ssr=false
https://bit.ly/42bitbucket
https://plugins.jenkins.io/42crunch-security-audit/
https://marketplace.atlassian.com/apps/1222492/rest-api-static-security-testing/
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Summary

Use positive security model

Define and enforce
communication routes (mTLS,

etc.)

Define and enforce all API calls
and responses

Automate with DevSecOps




g3cunch

Thank you!

Contact us | |

Want to see a personalized demo ?

https://42crunch.com/request-demo/



mailto:info@42crunch.com
https://42crunch.com/
https://42crunch.com/request-demo/

