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Security Matters in DevOps
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The transformation
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() CATEGORIES OF PERFORMANCE

. Low

v Deploy once a month to once every six months
v Going from code commit to production can be one to six months
v Restoring service from an incident can be between one week to one month

v Approximate change failure rate of 46% to 60%

2cunch From the State of DevOps 2019 Report by DORA - https://aka.ms/2019-state-of-devops



() CATEGORIES OF PERFORMANCE

. Medium

v Deploy once a week to once a month
v Going from code commit to production can be one week to one month
v Restoring service from an incident is usually less than a day

v Approximate change failure rate of 0% to 15%
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() CATEGORIES OF PERFORMANCE

. High
v Deploy once a day to once a week
v Going from code commit to production can be one day to one week

v Restoring service from an incident is usually less than a day

v Approximate change failure rate of 0% to 15%
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() CATEGORIES OF PERFORMANCE

. Elite

v Deploy on-demand (multiple deploys a day)
v Going from code commit to production is less than one day
v Restoring service from an incident is usually less than a day

v Approximate change failure rate of 0% to 15%

2cunch From the State of DevOps 2019 Report by DORA - https://aka.ms/2019-state-of-devops



@ AUTOMATION AND INTEGRATION - BUILD

Capability Low Medium High Elite

Automated build 64 % 81% 91% 92%
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@ AUTOMATION AND INTEGRATION - TESTING

Capability Low Medium High Elite
Automated build 64% 81% 91% 92%
Automated unit tests 57% 66% 84% 87%
Automated acceptance tests 28% 38% 48% 58%
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@ AUTOMATION AND INTEGRATION - TESTING

Capability Low Medium High Elite
Automated build 64% 81% 91% 92%
Automated unit tests 57% 66% 84% 87%
Automated acceptance tests 28% 38% 48% 58%

More on how Microsoft shifts tests left at
https://aka.ms/shift-tests-left
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€3 AUTOMATION AND INTEGRATION — DEPLOYMENT

production

Capability Low Medium High Elite
Automated build 64% 81% 91% 92%
Automated unit tests 57% 66% 84% 87%
Automated acceptance tests 28% 38% 48% 58%
degltjc;[y?m 2 ;??optr;)s\ftlzcrz\r;ilrnogn rannednts e 9575 R (7
Automated deployment to 179, 389% 50% 59%
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@ AUTOMATION AND INTEGRATION - SECURITY

Capability Low Medium High Elite

Automated security tests 15% 28% 25% 31%

2cunch From the State of DevOps 2019 Report by DORA - https://aka.ms/2019-state-of-devops



@ WHERE IS WORK TIME SPENT

Time Spent Low Medium High Elite
New work 30% 40% 50% 50%
Unplanned work and rework 20% 20% 20% 19.5%
Remediating security issues 10% 5% 5% 5%
Working on .end user reported 50% 10% 10% 10%
issues
Customer support work 15% 10% 10% 5%
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@ WHERE IS WORK TIME SPENT

Time Spent Low Medium High Elite
New work 30% 40% 50% 50%
Unplanned work and rework 20% 20% 20% 19.5%

Working on end user reported

. 20% 10% 10% 10%
ISSUES

Customer support work 15% 10% 10% 5%
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Cost of excess rework = Technical staff size x
Average salary x Benefits multiplier X
Percentage of technical staff time spent on
excess rework



@ COST OF DEFECTS ALONG THE LIFECYCLE

2 crunch

THE RELATIVE COST OF FIXING A FLAW
AT DIFFERENT STAGES OF THE SDLC

X
—

Requirements / Coding Integration / System /

Architecture Component Acceptance
Testing Testing

Production /
Post-Release

SOURCE:




AUTOMATING API
THREAT PROTECTION




@ APIS ARE THE NEW ATTACKS VECTOR...

. Data breaches via APIs are on the rise

\/ 2 O O+ b rea C h e S re p O rte d O n APlsecurity.io @apisecurityio - 21h 3

» Instead of adding proper authentication to transaction feed API, @venmo only
. sets rate limiting. @bltjetpack demonstrates the drawback by using the API to
S I n Ce O Ct, 2 O 1 8 retrieve 7 min transactions techcrunch.com/2019/06/16/mil... via

@zackwhittaker / @TechCrunch

v And those are just the public ones!
. Most recurrent causes:

v Lack of Input validation

v Data/Exception leakage

\/ B r O k e n a u t h e n ti C a ti O n | Millions of Venmo transactions scraped in warning over privacy setti...

A computer science student has scraped seven million Venmo transactions
to prove that users’ public activity can still be easily obtained, a year afte...

£ crunch 22


http://apisecurity.io

“By 2022, APIs will become

the #1 attack vector.”

- Gartner, How to Build an Effective API Security Strategy -

*J0000://000-0000000-000/00/000000000/3834704/000-00-00000-00-00000000C-000-0000000E-00000000



@ MANY APIS, DEPLOYED OFTEN

APPLICATION
DEVELOPMENT



SECURING APIS
REQUIRES A NEW
APPROACH
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A CHANGE IN CULTURE: PEOPLE COLLABORATING...
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...FOLLOWING ESTABLISHED PROCESSES...
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...AND USING THE RIGHT TOOLS.




Design

Developer initiates
security work at
design time.

Best practices and
recommendations
are documented.

N
» APlsecurity.io

y
y

<[>

Develop

Developer
documents the AP
contract with
OpenAPI/Swagger.

AP| Contract security
IS evaluated from
VSCode using
42Crunch plugin.

Integrate & Test Deploy & Protect

AP| Contract quality is API| Firewall is
enforced via CI/CD automatically configured
pipeline. Builds are from OAS file and
blocked when minimal deployed in line of traffic.
Security requirements
defined by security The firewall can be
teams are not met. deployed as sidecar in
Kubernetes or reverse
APl implementation is proxy in front of API
tested via Conformance Management solutions.
Scan

O
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ENABLING DEVELOPERS TO INITIATE SECURITY

VOPENAPI

INITIATI\

. Developers know how the iiioscale @aunch 1P| ©) 3B pcumatica

application was built!

Assertible ¢ Atlassian >>> Bloomberg'’
| BITMOVIN

Finxact Google |¥

HM Government

" (5)1sa

Microsoft @MuleSoft mx @opentroyel

. OpenAPI specification is leveraged to
describe the API contract.

Interzmd

. Once the API contract is defined by
the developer, the security process |
becomes clear and straight forward ! ) WP Hsoftware T Stoplight
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EMPOWER DEVELOPERS TO BUILD THE ULTIMATE WHITELIST
VALIDATE OPENAPI CONTRACT CONTENTS

474 OPENAPI
API

Contract . Does it comply to best . How well is the data defined ?
practices ! v Headers, query params, path params,
: : form data
. Does it comply to security
requirements ? v Input/output payloads format (JSON)

. v Is the data constrained ?
v Using API Keys ? OAuth ?
Basic Auth ? - Min/Max/Patterns/Max ltems

31




@ Platform Architecture

#3crunch API Security Platform

42Crunch Platform Services Platform Reports / Dashboards

REST API
I I

fTOWME & -co

CI /CD Plugins Scripting




B OpenAPI (Swagger) Editor - Vi X -+

C @& marketplace.visualstudio.com/items?itemName=42Crunch.vscode-openapi

g VisualStudio | Marketplace signin [ O

Visual Studio Code > Programming Languages > OpenAPI (Swagger) Editor New to Visual Studio Code?

OpenAPI (Swagger) Editor
42Crunch | & 23172installs | % % ¥ % % (11) | Free

OpenAPI extension for Visual Studio Code

Overview Q&A Rating & Review

OpenAPI extension for Visual Studio Code Categories

Programming Languages  Snippets Linters
This Visual Studio Code (VS Code) extension adds rich support for the OpenAPI Specification (OAS) (formerly L Pack
AN $ : e anguage Packs
known as Swagger Specification) in JSON or YAML format. The features include, for example, IntelliSense, linting,

. schema enforcement, code navigation, definition links, snippets, and more! T
ags
. The extesion also integrates with APl Contract Security Audit by 42Crunch, so that you can check the quality of api json | openapi | swagger yaml
your API definition directly in VS Code.
Both OAS v2 and v3 are supported. Récoiifcas
Repository
License

Table of contents
Changelog

¢ Quick start Download Extension
* Use the extension while editing your API Project Details
o reate v O APl files
SRR - ) 42Crunch/vscode-openapi

o Navigate API definition

£9 No pull Requests

© Add new elements in the OpenAP| explorer o
7 Open Issues
o Use IntelliSense
o 8 Last Commit: 2 weeks ago
© Jump to a reference ;
* Use the extension to audit your API

More Info

https://marketplace.visualstudio.com/items?itemName=42Crunch.vscode-openapi


https://marketplace.visualstudio.com/items%3FitemName=42Crunch.vscode-openapi

Pixi-Initial.json — OASFiles
OPENAPI {} Pixi-Initial.json ®

swagger {} Pixi-Initial.json > {} definitions > {} Usersltem
host . "UsersItem": A

“Weype': "object,
"additionalProperties™:
"properties": {

produces " jd": {

info

schemes

tane "type": "number",
P pATHS n n | n
format": "integer",

/api/admin/all_users "minimum": @,

[api/admin/users/se... "maximum": 999999

/api/login (+) oy
‘ Ilpicll: {

"type": "string",
S TOmatar UGS

S \PA;;;\;E'AI';E;;‘A "pattern™: "(\\w+: (\\/?\\/?) [*\\s]+)",
"minLength": 0,

> RESPONSES "maxLength": 200
\ DEFINITIONS ‘ iy

UserRegistrationData | "email": {
“type”: “string”,
"format": "email",

"pattern": "~([a-zA-Z0-9 _\\-\\.l+) (@([a-zA-Z0-9_\\-\\.]+)\\.([a-zA-Z]{2,5}))?%",
UserUpdateData "minLength": 5,

[api/register
[api/user/edit_info

Usersltem

UsersListltem

"maxLength": 50,
"example": "email@email.com"
v SECURITY e
access-token ' "password": {
"type": "string",
stormat e string =
"pattern": "~ [a-zA-Z0-9&@#!7]1{4,12}%$",
"minLength": 4,
"maxLength": 12,
"example": "p@sswordl"

\v SECURITY DEFINITIONS - }
’

access-token "name": {

SN ~ NS
o - =00 .

®7AMA160 2 Ln 502, Col18 Spaces:2 UTF-8 LF JSON &' [)




® O Pixi-Initial.json — OASFiles

@ EXPLORER {} Pixi-Initial.json X ® [ -- = API Security Audi

v OPEN EDITORS {} Pixi-Initial.json > {} paths > {} /api/admin/all_users > {} get > {} responses

GROUP 1 & i "~ Array schema has no maximum

"required": [

SRR "message” number of items defined

GROUP 2

= API Security Audit +2! . Severity: High. Score impact 0.5

\ OASFILES }
{} Pixi-Initial.json 9+ GBS L : Description
"security": [

{} PixiBasic-forScan.json {92
: { An array schema does not specify the maximum number of items it

{} PixiBasic-v1.0.json ' "access-token": [] can contain.

ASANANAONAN NI INININININININININING

}
I,

"operationId": "userSearch"

) Example

For more details, see the

H
"/api/admin/all_users": {
Ilgetll: {
"responses": { "post": {
"200": K "description”: "Creates a new pet in the store”,

"description": "", "operatlonI? : "addPet”,
parameters : |

"schema": { {

SINAINININININININININININ

"type": "array”, - "name": "pet",
"minItems": 1, anss e body: ,
escription”: "Pet to add to the store",
equired": true,
Response that should contain a body has no schema defined (score chema”: {
impact 0.2) ‘type”: "object”,
"additionalProperties": "false",

No quick fixes available "required": |
“f’03'1{ "name"

"description": "No token provided or i - |
} "properties”: {
’ n ll.
"default": { A '..{ : e
: . type : "string
"description": "unexpected error", U

> OUTLINE
llschemall: { " " E
> BALLERINA PROJECT OV... = . f?VfOO? u{ "
Hevuna'l's "ahior+M tvone "¢ arrav .

®7A160 2 Ln 436, Col16 Spaces:2 UTF-8 LF JSON &/

The following is an example of how this type of risk could look in
your API definition:




DEMO STEP 2:

AZURE DEVOPS
INTEGRATION

codit-demo () isamauny/msdemo / azure-pipelines.yml*

# Build a general Node.js project with npm.
# Add steps that analyze code, save build artifacts, deploy, and more:
# https://docs.microsoft.com/azure/devops/pipelines/lanquages/javascript

trigger:
- codit-demo

pool:
vmImage: 'ubuntu-latest’

steps:

- task: APIContractSecurityAudit@l
displayName: 'Audit OpenAPI files'
inputs:

apiToken: '$(42C_API_TOKEN)'
collectionName: MSIntegrationDemo
minScore: '75"'

- task: CopyFilesOverSSH@o
displayName: 'Copy files to Firewall VM'




b 4 BER + 8 0

Q

/A

42css APIMIntegration Pipelines Builds msdemo deployment YAML L Search i ﬁ @ R @
¢« msdemo deployment Variables m
codit-demo () isamauny/msdemo / azure-pipelines.yml * Tasks =D

3 # Build a general Node.js project with npm. L 42crunch

4 # Add steps that analyze code, save build artifacts, deploy, and more:

5 # https://docs.microsoft.com/azure/devops/pipelines/languages/javascript 42Crunch API Contract Security Audit

6 Security Audit discovers your OpenAPI files, an...
7 trigger:

8 - codit-demo

9

10 pool:

11 vmImage: 'ubuntu-latest'

12

13 -

steps -

14 - task: APIContractSecurityAudit@l

15 displayName: 'Audit OpenAPI files'

16 inputs:

17 apiToken: '$(42C_API_TOKEN)"

18 collectionName: MSIntegrationDemo

19 minScore: '75"'
20
21 - task: CopyFilesOverSSH@o
22 displayName: 'Copy files to Firewall VM'
23 inputs:
24 sshEndpoint: '42C-VM-France'

Automated audit and API discovery

https://marketplace.visualstudio.com/items?itemName=42Crunch.cicd



https://marketplace.visualstudio.com/items%3FitemName=42Crunch.cicd

DEV-SEC-OPS BENEFITS

When API security becomes fully
part of the API lifecycle:

o Security Is applied and

at

 Vulnerable APIs are detected early

! \ 0
+ APIs are as it 01001000 100001 0100000011
T ¢ 010001107
° ° l N 01100 >
soon as the contract is defined il 11001010010000001777, 7

200010110105

010100110 au




RESOURCES

e 42Crunch Website

"eelection at the end
« Azure DevOps SignUp e 1

. . S text.scene.objects. z_lctl‘ ’
 Free OAS Security Audit B{"Selected” + str(modifier i}

sirror ob.select %
bpy .context.selected_obiw

« OpenAP| VS Code Extension Mata.objects[one.name].selM

wrint("please select exacthy W

« OpenAPl Spec Encyclopedia
« OWASP API Security Top 10

. OPERATOR CLASSES -

 APlsecurity.io



https://42crunch.com/
https://aka.ms/new-pipelines-account
https://apisecurity.io/tools/audit/
https://marketplace.visualstudio.com/items%3FitemName=42Crunch.vscode-openapi
https://apisecurity.io/encyclopedia/content/api-security-encyclopedia.htm
https://apisecurity.io/encyclopedia/content/owasp/owasp-api-security-top-10.htm
https://apisecurity.io/

