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Deploy & Protect

API is automatically protected 
from OAS file with our API 
Firewall, deployed in line of 
traffic.

Unique positive security 
model, based on OpenAPI. No 
manual rules to write and 
maintain.

Develop

Developers document the
API contract with  
OpenAPI/Swagger.

API Contract security is 
audited from IDEs (VSCode, 
Intellij) using 42Crunch
plugins.

Integrate & Test

API Contract security is  
audited via CI/CD pipeline, 
enforcing security compliance.

API implementation is tested 
for 
vulnerabilities/discrepancies  
via Conformance Scan.

42CRUNCH 
API SECURITY 
PLATFORM

INTEGRATED

AUTOMATED

SCALABLE
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#1: Facebook 530 million profiles leak

https://apisecurity.io/issue-129-facebook-clubhouse-profiles-scraped-apis-forresters-state-application-security-2021/

https://apisecurity.io/issue-129-facebook-clubhouse-profiles-scraped-apis-forresters-state-application-security-2021/
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Facebook 
phone app Facebook API

1
Contacts’ phone numbers

2

Matching profiles

• API to find “friends” by contacts’ phone numbers
• Attackers could submit generated numbers:

e.g. +1 (000) 000-0000 to +1 (999) 999-9999
• Up to 10,000 entries were accepted per call
• Leaked data includes names, Facebook IDs, phone 

numbers, email addresses, page likes
• Looks like Facebook had been receiving reports of the 

vulnerability for years before fixing it in 2019

What happened
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Facebook 
phone app Facebook API

1
Contacts’ phone numbers

2

Matching profiles

• Private phone numbers (including ones for MFA) 
leaked too

• Big privacy violation
• Potentially enabling phishing and social engineering 

attacks
• Likely with legal consequences for Facebook

Business impact
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Facebook 
phone app Facebook API

1
Contacts’ phone numbers

2

Matching profiles

• OWASP API1:2019 Broken Object-Level Authorization
• OWASP API3:2019 Excessive Data Exposure
• OWASP API4:2019 Lack of resources and rate limiting

• Enforce and test authorization even on internal APIs (42Crunch 
Conformance Scan)

• Define/test/enforce limits on incoming and returned payloads 
including number of elements (42Crunch Security Audit, 
Conformance Scan, Protection)

• Implement rate limiting (42Crunch rate limit protections)
• Implement monitoring (SIEM integration of 42Crunch Protection)

How to prevent

https://apisecurity.io/encyclopedia/content/owasp/api1-broken-object-level-authorization
https://apisecurity.io/encyclopedia/content/owasp/api3-excessive-data-exposure
https://apisecurity.io/encyclopedia/content/owasp/api4-lack-of-resources-and-rate-limiting
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• Parler posts got scraped: sequential IDs, open API, 
photo and video in RAW formats with metadata

• 1.3 Clubhouse user profiles scraped: sequential IDs, 
included links to private Twitter and Instagram 
accounts

Other similar leaks: Parler, Clubhouse

https://apisecurity.io/issue-116-facebook-parler-api-vulnerabilities-clairvoyance/
https://apisecurity.io/issue-129-facebook-clubhouse-profiles-scraped-apis-forresters-state-application-security-2021/
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#2: Clubhouse data spill

• Attackers were enumerating rooms, getting 
Agora tokens to join, and then “leaving” the 
room, but keeping access through Agora

https://apisecurity.io/issue-122-api-issues-clubhouse-healthcare-apps-scope-based-recon-oas-v3-1-0/

https://apisecurity.io/issue-122-api-issues-clubhouse-healthcare-apps-scope-based-recon-oas-v3-1-0/
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How to prevent

• OWASP API2:2019: Broken Authentication

• Use standard authentication and delegation 
mechanisms such as OAuth and short-lived 
tokens (42Crunch Security Audit)

• Use signed JWT tokens and prevent token reuse 
(42Crunch JWT Protections)

https://apisecurity.io/encyclopedia/content/owasp/api2-broken-authentication
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#3: Office 365 Outlook

• Microsoft Office 365 Outlook used 
JWT tokens for API authentication

• It accepted JWTs without 
signature

• Thus, attackers could construct 
tokens with other users’ IDs and 
access their email

https://apisecurity.io/issue-115-vulnerabilities-solarwinds-ledger-outlook-new-plugin-jetbrains-ides/

https://apisecurity.io/issue-115-vulnerabilities-solarwinds-ledger-outlook-new-plugin-jetbrains-ides/
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How to prevent

• OWASP API2:2019: Broken Authentication

• Externalize JWT policies 
(42Crunch JWT Protections)

https://apisecurity.io/encyclopedia/content/owasp/api2-broken-authentication
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POST /fetch-sinch-recordings.php HTTP/1.1

Host: 167.88.123.157:80

Content-Type: application/json

Connection: close

Accept: */*

User-Agent: CallRecorder/2.25 (com.arun.callrecorderadvanced; 

build:1; iOS 14.4.0) Alamofire/4.7.3

Accept-Language: en-IN;q=1.0, kn-IN;q=0.9, hi-IN;q=0.8, hi-Latn-

IN;q=0.7

Content-Length: 72

Accept-Encoding: gzip, deflate

{

"UserID": "xxxxxx",

"AppID": "xxx"

}

• The call to fetch recordings contained 
UserID parameter

• The API had no authentication or 
authorization

• Changing UserID to another user’s ID 
(their phone number!) worked

• The API returned link to recordings in 
S3 storage 

#4: iPhone Automatic 
Call Recorder

https://apisecurity.io/issue-125/

https://apisecurity.io/issue-125/
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POST /fetch-sinch-recordings.php HTTP/1.1

Host: 167.88.123.157:80

Content-Type: application/json

Connection: close

Accept: */*

User-Agent: CallRecorder/2.25 (com.arun.callrecorderadvanced; 

build:1; iOS 14.4.0) Alamofire/4.7.3

Accept-Language: en-IN;q=1.0, kn-IN;q=0.9, hi-IN;q=0.8, hi-Latn-

IN;q=0.7

Content-Length: 72

Accept-Encoding: gzip, deflate

{

"UserID": "xxxxxx",

"AppID": "xxx"

}

• API1:2019 — Broken object-level authorization
• API2:2019 — Broken authentication

• Ensure that APIs have authentication 
(42Crunch Security Audit)

• Test against BOLA/IDOR attacks (42Crunch 
Conformance Scan) 

How to Prevent

https://apisecurity.io/encyclopedia/content/owasp/api1-broken-object-level-authorization
https://apisecurity.io/encyclopedia/content/owasp/api2-broken-authentication
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GET 

/v1/users?loginToken=98a161...&username=hikaru&signed=iOS3.9

.7
{

"status": "success",
"data": {

"email": "REDACTED",
"premium_status": 3,
"id": 15448422,
"uuid": "REDACTED",
"country_id": 2,
"avatar_url": "REDACTED",
"last_login_date": REDACTED,
"session_id": "REDACTED",
"location": "Sunrise, Florida",
"username": "Hikaru",
"points": 52,
"chess_title": "GM",
"first_name": "Hikaru Nakamura",
"last_name": null,
"country_name": "United States",
"member_since": REDACTED,
"about": "",
"is_blocked": false,
"is_tracked": false,
"are_friends": false,
"friend_request_exists": true,
"is_able_to_change_username": null,
"flair_code": "diamond_traditional",
….

• Chess.com has API to locate 
another user to exchange 
messages with your friends

• The API returned full user profile
• This included session_id which 

could be used to log in on the 
other user’s behalf

• For administrators, the session_id
worked in the admin portal

#5: chess.com Account Takeover

https://apisecurity.io/issue-121-vulnerability-chess-com-
graphql-security-playground-checklist/

https://apisecurity.io/issue-121-vulnerability-chess-com-graphql-security-playground-checklist/
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GET 

/v1/users?loginToken=98a161...&username=hikaru&signed=iOS3.9

.7
{

"status": "success",
"data": {

"email": "REDACTED",
"premium_status": 3,
"id": 15448422,
"uuid": "REDACTED",
"country_id": 2,
"avatar_url": "REDACTED",
"last_login_date": REDACTED,
"session_id": "REDACTED",
"location": "Sunrise, Florida",
"username": "Hikaru",
"points": 52,
"chess_title": "GM",
"first_name": "Hikaru Nakamura",
"last_name": null,
"country_name": "United States",
"member_since": REDACTED,
"about": "",
"is_blocked": false,
"is_tracked": false,
"are_friends": false,
"friend_request_exists": true,
"is_able_to_change_username": null,
"flair_code": "diamond_traditional",
….

• OWASP API3:2019 — Excessive data exposure

• Strictly define API responses (42Crunch 
Security Audit)

• Enforce response definitions at runtime 
(42Crunch Protection)

How to Prevent

https://apisecurity.io/issue-121-vulnerability-chess-com-
graphql-security-playground-checklist/

https://apisecurity.io/encyclopedia/content/owasp/api3-excessive-data-exposure
https://apisecurity.io/issue-121-vulnerability-chess-com-graphql-security-playground-checklist/
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#6: NoxPlayer Supply Chain Attack

• Android emulator for PCs and Macs
• API hacked to deliver malware URLs 

instead of regular updates

https://apisecurity.io/issue-119-noxplayer-supply-chain-attack-hacked-api/

https://apisecurity.io/issue-119-noxplayer-supply-chain-attack-hacked-api/
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How to Prevent

• Define and enforce strict patterns 
on strings in API responses 
(42Crunch Security Audit, 42Crunch 
Protection)

https://apisecurity.io/issue-119-noxplayer-supply-chain-attack-hacked-api/

https://apisecurity.io/issue-119-noxplayer-supply-chain-attack-hacked-api/
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Additional Resources
APIsecurity.io
• Sign up for the weekly newsletter that comes 

out every Thursday
• Follow us on social | Twitter | Linkedin Group

OWASP API Security Top 10

42Crunch.com
Follow us on social media to keep up with API 
news and new product and plugin releases!

Twitter | Linkedin | youtube

https://apisecurity.io/
https://twitter.com/apisecurityio
https://www.linkedin.com/groups/12148519/
https://apisecurity.io/encyclopedia/content/owasp/owasp-api-security-top-10.htm
https://42crunch.com/
https://twitter.com/42crunch
https://www.linkedin.com/company/10993631
https://www.youtube.com/channel/UCf-ZvhppqoYecB9J48sSpaw
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