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SHIP MORE SECURE APIs
with 42Crunch and GitHub

Find and fix API vulnerabilities
before they move to production

As the only developer-first APl Security solution on the market,
42Crunch has partnered with GitHub to help shift API Security into
the earliest stage of the development lifecycle - APl Design. Our
community of 500K+ developers rely on 42Crunch to help them
build more secure APIs without sacrificing speed or productivity.

GITHUB CODESPACES
Meet developers where they are

Q

The 42Crunch extension in GitHub Codespac-
es provides developers with a rich OpenAPI
(Swagger) Editor that saves time and helps
them avoid costly mistakes when designing
their API contract. With the click of a button,
developers can run a comprehensive audit
that detects and classifies vulnerabilities
directly in the IDE to preserve context. As
developers review the audit results, they're
given detailed exploit scenarios as well as
remediation steps that are quick and easy to
implement.
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GITHUB AUDIT ACTION ©)
Automate discovery and tracking of API vulnerabilities 26

The 42Crunch GitHub Audit Action will
automatically locate any OpenAPI specifica-
tion files in your repo and run a security audit Code scanming
that comprises over 300 checks for vulnera-
bilities and misconfigurations. The Action
can be run as part of your CI/CD workflows to
ensure that API contracts must meet a mini-
mum security score to pass. With GitHub
Advanced Security, 42Crunch’s audit find-
ings can be sent as code scanning alerts
viewable directly in GitHub on the Security
issues tab. Status changes are reflected in
real time as issues are remediated.

GITHUB SCAN ACTION ®)

Automate dynamic runtime security testing of APlIs 2 <

42Crunch’s Conformance Scan can be run as
a GitHub Action that validates that the API
has been implemented consistent with the
St | [ S BOBGEIE OpenAPI definition. The Action can be run as

‘ - = part of your CI/CD pipeline to ensure that any
- - variances between your AP| specification
and the running API are detected before
they are released to production. Simulated
traffic is sent to the API to test behavior and
uncover potential vulnerabilities including
bad error codes, data leakage, broken
authentication, mass assignment, and secu-
rity misconfigurations.
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ABOUT 42CRUNCH

42Crunch provides continuous APl security to
protect the digital business. Our unigue
developer-first API security platform enables 42Crunch

'develop.ers to build and au.torTjate secgrity is now available
into their APl development pipeline and gives
security teams full visibility and control of for purChase on the
security policy enforcement throughout the Azure Marketplace
API lifecycle. Deployed by Global 2500 enter-
prises and over 500,000 developers world-

. . Get it from
wide, 42Crunch enables a seamless DevSe- Microsoft Azure
cOps experience to reduce governance costs HE Marketplace

and accelerate the rollout of secure APls.
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https://azuremarketplace.microsoft.com/en-us/marketplace/apps/42crunch1580391915541.42crunch_developer_first_api_security_platform?tab=Overview

