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https://portswigger.net/daily-swig/unpatched-bug-chain-poses-mass-account-takeover-threat-to-yunmai-weight-monitoring-app






Why is authorization so hard to get right?




@PreAuthorize("hasPermission('ADD_FAMILY_MEMBER')")
public void addMember(long familyId, FamilyMember member) A
familyData.addMember(familyId, member);

};






Question One:

Which OWASP APl Top 10 issue have we
solved with this permission check?

1. Broken Object Level Authorization (BOLA)?
Broken Authentication?
Broken Function Level Authorization (BFLA)?

Broken Object Property Level Authorization (BOPLA)?

> W
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Question One:

Which OWASP APl Top 10 issue have we
solved with this permission check?
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An example of Broken Object-Level Authorization

@PreAuthorize("hasPermission('ADD_FAMILY_MEMBER')")

1

2 public void addMember(long familyId, FamilyMember member) A
3 familyData.addMember(familyId, member);
4

¥
Adding a family member Adding a family member
1 POST /family/1/member HTTP/1.1 1 POST /family/7/member HTTP/1.1
2 { name: .. } 2 { name: .. }
0 ?
This adds a new member This adds a new member to

to your family someone else’s family




So we covered BFLA and BOLA,

but what about BOPLA?







Function-level authorization

Is this entity allowed to perform this particular operation?
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Unrestricted access to brute-forceable 'forgot
password’ functionality is a critical security failure

An account enumeration vulnerability
significantly amplifies authentication threats




How do you prevent brute force attacks?
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Question Two:

By default, JSON Web Tokens (JWT), are

1. Baseb64 encoded

2. Signed
3. Encrypted
4, Not sure
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Question Two:

By default, JSON Web Tokens (JWT), are
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I

The base64-encoded
header and payload,
along with the signature

The signature is crucial
to ensure the integrity of
the header and payload
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that JSON Web Token (JWT) is a compact, URL-safe means of representing
Auth claims to be transferred between two parties. The claims in a JWT
JSON

are encoded as a JSON object that is used as the payload of a JSON

Web Signature (JWS) structure or as the plaintext of a JSON Web
Encryption (JWE) structure, enabling the claims to be digitally
signed or integrity protected with a Message Authentication Code

(MAC) and/or encrypted.



https://tools.ietf.org/html/rfc8725



alg: none




The application uses signed ®
JWTs and rejects JWTs with
invalid signatures

By using none as the signature,
the attacker can create a JWT
that is not signed

An unsigned JWT can hold
arbitrary data, giving access to
arbitrary files on this system




https://portswigger.net/daily-swig/apache-pulsar-bug-allowed-account-takeovers-in-certain-configurations



https://github.com/apache/pulsar/pull/9172/commits/94247dac93542bbcb45fb7104f7204363aad7441



JWT security is hard







https://42crunch.com/7-ways-to-avoid-jwt-pitfalls/



https://42crunch.com/7-ways-to-avoid-jwt-pitfalls/

Learning more: How to Best Leverage JWTs for API security

#1 AP| Security Newsletter “Defending APIs against Cyber Attack”
APISecurity.io by Colin Domoney

https://apisecurity.io/

https://amzn.to/3fHp8Mz
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https://apisecurity.io/
https://42crunch.com/webinar-json-web-tokens-api-security/
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Learning more: APIs and Request Forgery (CSRF & SSRF)

#1 AP| Security Newsletter “Defending APIs against Cyber Attack”
APISecurity.io by Colin Domoney

https://apisecurity.io/

https://amzn.to/3fHp8Mz
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https://apisecurity.io/
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Learning more

#1 AP| Security Newsletter “Defending APIs against Cyber Attack”
APISecurity.io by Colin Domoney

https://apisecurity.io/

https://amzn.to/3fHp8Mz
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https://apisecurity.io/

Events

Keynote:
You’ve had an API breach, Now what?

Workshop:
API Security Done Right — Understanding the Threat and

Best Practices for Secure APl Development

AXEL GROSSE HESHAAM ATTAR
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€3 crunch

DEFENDING APIs WORKSHOP
- - e ____-55 ~ = . London
. April 18, 2024

t’( World-renowned expert-led half-day practical

workshop including:

- Introduction to API Security
- Understand the OWASP APl Top 10
- APl Security Testing

- - APl Runtime Protection
: - - Latest vulnerabilities and much more
e e . .
" ~ Lunch & Drinks provided

Register: https://42crunch.com/api-security-workshop-
defending-apis/

7’.
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https://42crunch.com/api-security-workshop-defending-apis/
https://42crunch.com/api-security-workshop-defending-apis/

Audience Question One:

As organizations increasingly rely on microservices

architectures, what new considerations arise for API security
in distributed systems?
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Audience Question Two:

Can BOLA and IDOR be considered the same or are there
small differences?
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Audience Question Three:

What part of a system should enforce the
additionalProperties being set as false?
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Audience Question Four:

Is there any automated tool you would recommend to test
the API security in our organization?
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Audience Question Five:

How does the architecture look with placing the firewall
between the API gateway and the API?
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Learning more: OWASP API Security Top 10: 2019

OWASP API Security Top 10 Challenges - 3
Part Webinar Series

Episode 1: API security today and the OWASP API Top 10

In this first episode in the webinar series, Dr Philippe de Ryck and Colin Domoney discuss API
security today and the challenges presented by the OWASP API security top 10. Questions from
attendees were addressed throughout the webinar.
https://42crunch.com/owasp-api-security-top-10-webinar-series-recordings/

Episode 2: Address the OWASP API Authentication and Authorization Challenges

In this second episode in the webinar series, Dr Philippe de Ryck and Colin Domoney address
one-by-one, the OWASP API Authentication and Authorization Challenges. Through detailed
practical examples and use cases, they guided developers and security professionals through
how to fix and secure their APIs in the face of these identified threats.
https://42crunch.com/owasp-api-security-top-10-webinar-series-recordings-2/

Episode 3: Remediating the outstanding OWASP API Security Top 10 Issues.
Learn as Dr Philippe De Ryck, Web Security Expert with Pragmatic Web Security and Colin Domoney of
42Crunch and APISecurity.io, address one-by-one, the remaining 5 OWASP API Challenges:

* Issue 4: Lack of resources & rate limiting.

* Issue 7: Security misconfiguration.

*  Issue 8: Injection.

* Issue 9: Improper assets management.

* Issue 10: Insufficient logging and monitoring.
https://42crunch.com/owasp-api-security-top-10-webinar-series-recordings-3/
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Learning more: OWASP API Security Top 10: 2023

Something Old, Something New - OWASP API
Security Top 10 Challenges in 2023

The OWASP API Security project has recently updated its Top 10 list of vulnerabilities
that are commonly found in APIs. This list includes both well-known issues and new
ones that are currently affecting APIs in the real world. It is crucial for those involved in
the API industry to stay informed about these top threats and the OWASP Top 10 list is
an excellent resource for doing so. By staying up-to-date with the latest security
challenges, API professionals can better protect their systems and ensure the safety of
their users' data.

Join Colin Domoney (Chief Technology Evangelist) from 42Crunch as he takes a closer
look at the 2023 Top 10, including:

+ an overview of his research into API vulnerabilities of the last 12 months.

+ the items dropping off the list and whether they are still a concern.

+ the items remaining unchanged, and why they are more of a concern than ever.

+ the three new items and why they warrant attention in 2023.

» we will also look at how 42Crunch can help you address these new items.

https://42crunch.com/something-old-something-new-owasp-api-security-top-10-2023/
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