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“...In the safety critical world 
DevSecOps has been around 
for a long time…”



The connected vehicle ecosystem 
is anything that can read or 
change the state of a vehicle



https://unece.org/text-1998-agreement





https://unece.org/transport/documents/2021/03/stan
dards/un-regulation-no-155-cyber-security-and-cyber-s
ecurity

https://unece.org/transport/documents/2021/03/sta
ndards/un-regulation-no-156-software-update-and-sof
tware-update



“...It’s not just the APIs you write, it’s 
the supplier ecosystem, it’s the third 

party, it’s the frameworks…”



“...API security it no longer a nice to 
have, it is a critical component…”



https://securityboulevard.com/2025/01/the-future-of-automotive-cybersecurity-why-learning-c
ar-hacking-is-essential/



https://samcurry.net/web-hackers-vs-the-auto-industry



“...Sam Curry and team: 3 months, 19 OEMS, 
remote command and control, access to 

backend systems, dealer hubs, source 
code…”



“...APIs are the soft underbelly of the 
automotive ecosystem…”



“...What Sam Curry and his team did was not 
novel, it was the issue of automotive companies 

not addressing known vulnerabilities against 
APIs…”



“...The hackers were looking for the 
weakest point in the ecosystem…”



Can your APIs handle unusual inputs, 
will they respond unpredictably?



https://escholarship.org/uc/item/5dr206s3



“...APIs should be defined through a 
contract…”



“...Either the contract was poorly written or 
the implementation of the code did not 

enforce the contract…”



Use the OpenAPI definition to build 
predictable APIs



“...API development,
As designed,

As built,
As consumed…”



42Crunch API security solutions:
● As designed - API Security Audit
● As built - API Conformance Scan

● As consumed - API Protect Firewall



Produce predictable software



Not a question of 
“Why would someone do that?”, 

it is more about
“What happens when someone does that?”



“...Undefined behaviour is very scary.. 
because you have no clue on how your 

API will respond…”



Remove API vulnerabilities 
using better API design practices



Leverage the OpenAPI contract to ensure 
that you are building and deploying APIs 

that are more predictable and secure



Integrating API security into DevSecOps

“...Make the right thing the easiest thing;
Work side by side with developers;

Learn from failures…”



“...reverse engineering via monitoring is 
guessing..instead I state (in a definition) 

how the (API) will operate…”



https://www.gartner.com/en/articles/software-security



“...electrification changes everything…”



“...the software defined vehicle is enabled by 
electronics, software and APIs…”



● Remove vulnerabilities with secure design
● OpenAPI contract as single source of truth
● OpenAPI contract drives security across the API 

lifecycle
● Automate to achieve scale
● Foster collaboration between development and 

security teams





You spoke about making security easy to do. 
Was there anything specific about the 42Crunch 

products that enabled this?



42Crunch provides users with API access 
to run static and dynamic testing of APIs 

in CICD pipelines



42Crunch OpenAPI Editor IDE plugin
lets users create & edit OpenAPI contracts 

and test APIs during development



“...Seamless automated integration 
(provided by 42Crunch) helped a lot…”



You referenced the OpenAPI contract as the 
single source of truth. How does it work for 
the firewall when APIs are in production?



The 42Crunch API Protect firewall 
uses the OpenAPI contract as 

the basis of what API traffic 
to allow or block  



“...You need to decide how your firewall will 
handle undocumented behavior…”



Undocumented behavior is a defect, 
proactive management of defects allows for 

continuous improvement



You mentioned about having a single API to 
deploy APIs. How did you ensure the quality 

of the APIs in production when changes 
were made?



● Static and binary analysis on the source code
● Look for CVEs in 3rd party libraries

● Clean security audit and conformance scan 
from 42Crunch tooling



The pipeline needs to automatically check 
if tests have passed before allowing any 

changes to go live.



You spoke about “as consumed” and 
anticipating unpredictable behavior, 

but how can you think of every possible scenario of 
the API being used in a way that was not expected?



Monitoring alerts will highlight either 
an implementation problem 
or a documentation problem



Unanticipated usage:
look at usage patterns that are outside 

of the design constraint



“...Refactoring the API may be required 
to handle use cases that were not initially

anticipated…”



“...Understand who your customers are and 
how they use your product,

including understanding the ways they use 
your product that was not anticipated…”
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